
EPCS 

Setup and workflow 

 

STEP 1:  ASSIGN PERMISSIONS 

ASSIGN PERMISSIONS TO EACH STAFF MEMBER AND PROVIDER WHO WILL BE ACCESSING THE 

EPCS MODULE (EITHER TO CREATE CONTROLLED MEDICATIONS WITHIN THE NOTE, OR TO SEND 

ELECTRONICALLY). THIS CAN ONLY BE DONE BY A PRESCRIBING PROVIDER.  

ADMINISTRATION>RESOURCE MANAGEMENT>PER STAFF MEMBER>PERMISSIONS>EMR>EPCS 

 



STEP 2:  PROVIDER REGISTRATION AND ACTIVATION 

PLEASE NOTE THAT THIS STEP WILL BE REPEATED ONCE FOR EACH PRESCRIBING PROVIDER. 

THIS MUST BE DONE BY AT LEAST ONE PROVIDER BEFORE ANY OF THE OTHER STEPS CAN BE 

COMPLETED. 

PER PROVIDER (AND INDIVIDUALLY) ACCESS REGISTRATION PROCESS THROUGH 

ADMINISTRATION>RESOURCE MANAGEMENT>SELECT YOURSELF>ELECTRONIC ROUTING 

TAB>GET STARTED THE PROVIDER MUST ALREADY BE REGISTERED WITH SURESCRIPTS FOR AT 

LEAST “NEW” PRESCRIPTION PREMISSIONS.  

 

 

SELECT TYPE OF TOKEN FOR EPCS ACCESS. WRS SUGGESTS, AND MOST PROVIDERS WILL SELECT 

THE “SOFT” TOKEN FOR THEIR SMART PHONE.  (THE “HARDWARE” TOKEN IS MORE EXPENSIVE) 



 

 

THE PROVIDER WILL BE TAKEN THROUGH A SERIES OF “PAGES” THAT WILL BE USED TO 

IDENTITY PROOF THEM THROUGH EXPERIAN.  THIS IS DONE ENTIRELY THROUGH THE MD-

TOOLBOX AND WRS DOES NOT HAVE ANY ACCESS TO THIS INFORMATION. 



 

 

 



 

ONCE THIS ID PROOFING IS COMPLETED, THE PROVIDER WILL BE PROMPTED TO DOWNLOAD 

AND INSTALL THE MOBILE APP (if that was the selected token choice) “VIP from SYMANTIC” 

 

 



 

THE PROVIDER WILL NOW REGISTER THEIR SOFTWARE TOKEN BY CREATING A PERSONAL 

PASSWORD AND THE TOKEN’S CREDENTIAL ID AND SECURITY CODE (THIS CODE CHANGES VERY 

FREQUENTLY, SO PAY CLOSE ATTENTION TO THE CODE ON YOUR PHONE SCREEN) 

 

 

ONCE THE TOKEN HAS BEEN “SET UP”, THE PROVIDER WILL BE SENT (EITHER TO THE VERIFIED 

PHONE NUMBER, OR THE ADDRESS INDICATED DURING SET UP) THE FINAL 

VERIFICATIO/ACTIVATION CODE.  THIS CODE CAN BE ENTERED THROUGH THE EPCS SIGNUP 

MODULE (preferred) WHICH WILL COMPLETE THE PROCESS. OR IT CAN BE ENTERED DURING 

THE FIRST INSTANCE OF SIGNING AND ESENDING A CONTROLLED MEDICATION 

 



ONCE YOU RECEIVE YOUR ACTIVATION CODE (SENT EITHER TO YOUR VERIFIED PHONE OR VIA 

US MAIL) YOU CAN COMPLETE THE FINALIZATION STEPS.  MOST VERIFICATION WILL BE DONE 

VIA US MAIL, AND YOU WILL RECEIVE THE FOLLOWING LETTER: 

 

RETURN TO THE ELECTRONIC ROUTING PAGE AND COMPLETE THE ACTIVATION. SELECT THE 

“ENTER 2-FACTOR ACTIVATION CODE” AND ENTER THE CODE SENT TO YOU IN THE BOX AND 

ACTIVATE 



 

AFTER SUCCESSFUL ACTIVATION, YOU WILL BE ALERTED THAT YOUR TOKEN IS ON FILE AND 

YOU ARE SIGNED UP (ENROLLED) FOR EPCS, BUT MAY NOT ENABLED.  YOU AND A STAFF 

MEMBER WITH EPCS GRANTED PERMISSIONS MUST PROCEED TO STEP 3 (EPCS ACCESS 

CONTROL AND PERMISSIONS) 



 

PLEASE NOTE, IF ANOTHER PROVIDER HAS ALREADY COMPLETED THE ACCESS CONTROL AND 

PERMISSIONS (THIS ONLY NEEDS TO BE DONE ONCE PRACTICE WIDE), PLEASE LOG OUT AND 

BACK IN TO ENABLE EPCS.  

 

STEP 3:  ACCESS CONTROL AND PERMISSIONS 

THIS PROCESS REQUIRES 2 STAFF MEMBERS IF ANY ACTION IS EVER DONE (ADDITION, 

DELETION, MODIFICATION) AS A DUAL SIGN OFF.  ONE OF THOSE STAFF MUST BE AN EPCS 

ENROLLED PROVIDER 

MEDICATION SETUP>EPCS ACCESS CONTROL (ONLY STAFF WITH PERMISSIONS WILL HAVE THAT 

ACCESS).  SELECT THE EPCS ENROLLED RPOVIDER FROM THE PROVIDER DROPDOWN, AND 

SELECT THE SECOND USER FROM THE “2ND USER DROPDOWN”. THAT SECOND USER WILL BE 

ASKED TO ENTER THEIR WRS LOGIN CREDENTIALS.  

 



 

 

THE ACCESS CONTROL WILL LIST ALL STAFF WITH EPCS PERMISSIONS, BOTH PROVIDERS AND 

ANY OTHER STAFF.  PERMISSIONS ARE INDICATED (BY CHECKBOXES) AS FOLLOWS; PLEASE 

CHECK PER STAFF MEMBER THOSE PERMISSIONS APPLICABLE: 

A. Has Validated Token: This column is read-only and indicates which users have a registered 
EPCS token. 

B. Access Control Managers: Designate at least two users who will be in charge of managing 
access control (who can edit this screen) (at least one user must be a Prescriber who has 
signed up for EPCS).  

C. Authorization Verifier: Select which Access Control Manager(s) will be in charge of verifying 
DEA registration and State Authorization(s) as needed. This user must sign off that they have 
verified each Prescriber allowed to sign as having current good standing controlled 
substance registrations. This user is legally responsible for continually verifying that 
Prescribers are in good standing and will immediately revoke privileges if:  

i. The Prescriber's token or password is lost, stolen or compromised.  

ii. DEA registration expires. 

iii. DEA registration is revoked, terminated or suspended  

iv. no longer authorized e.g. leaves the practice  



D
 Allowed to mark Ready to Sign EPCS: Select which Users are allowed to mark controlled 
substances "ready to sign". Only users with Full RX permissions and prescribers are allowed 
to mark CS prescriptions.  

E. Allowed to Sign and Send EPCS: Select which Prescribers are currently authorized send EPCS 
prescriptions (if they have signed up for EPCS Two Factor credentials using the Signup in the 
Setup menu).  

 

 

 

ONCE ALL PERMISSIONS HAVE BEEN GRANTED, SELECT THE SAVE ICON, THIS WILL TRIGGER THE 

PRESCRIBER TO “SIGN AND AUTHORIZED 

 

 



 

SUCCESSFUL AUTHORIZATION OF THE ACCESS CONTROL SETTINGS WILL RESULT IN AN ALERT 

INDICATING THAT CHANGES HAVE BEEN SAVED. STAFF ARE ADVISED TO LOG OUT AND BACK IN 

TO ACTIVATE THOSE CHANGES 

 

 

ALL STEPS CHECKED, ACTIVATED AND ENABLED PROVIDERS CAN E-SEND CONTROLLED 

MEDICATIONS 



 

 

STEP 4: SENDING A CONTROLLED MEDICATION 

FOR THOSE PROVIDERS SUCCESSFULLY REGISTERED AND ENABLED WITH EPCS PERMISSIONS: 

FROM THE MEDICATION PAGE, CREATE ALL CONTROLLED MEDICATIONS FOR THAT PATIENT 

AND ADD AS CURRENT NOTE PRESCRIPTIONS.  THERE WILL BE TWO “SEND” BUTTONS FOR 

ESENDING MEDICATIONS. ONE FOR NON-CONTROLLED AND ONE FOR CONTROLLED (non 

registered providers will not have the ‘CONTROLLED” button). THIS ALLOWS THE RPOVIDER TO 

BULK SEND THOSE SPECIFIC TYPES OF MEDICATIONS AND ADDRESS TOGETHER.  PROPERLY 

CREATED NON CONTROLLED MEDICATIONS WILL BE SENT WITH NO CHANGE TO WORKFLOW.  



 

 

WHEN ELECTING TO ELECTRONICALLY SEND THE CONTROLLED MEDICATIONS (from the SEND 

button), ALL THOSE CONTROLLED MEDICATIONS WILL BE IDENTIFIED AS “CONTROLLED 

PRESCRIPTIONS THAT WILL BE SENT TOGETHER (OK, or CANCEL buttons) 

 

 

THE CREATING PROVIDER WILL BE ASKED TO IDENTIFY THE PRESCRIBING PROVIDER (if given 

permissions, a staff member may be allowed to create and indicate “ready to sign” for that 

prescribing provider), SELECT THE APPROVED AND SEND CHECKBOXES FOR THOSE “APPROVED” 

MEDICATIONS, AND COMPLETE 



 

 

ONCE INDICATED AS “COMPLETE”, THE POPUP WINDOW WILL ADDRESS THE PHARMACY (taken 

from the primary pharmacy listed) WHICH CAN BE UPDATED, THE PATIENT NAME AND 

REQUIRED DEMOGRAPHICS AND THE COMPLETE PRESCRIPTION(S). SELECT “E-SEND” TO SEND 

ELECTRONICALLY 

 

 

THE PRESCRIBING PROVIDER WILL NOW BE PROMPTED TO ENTER THEIR PASSWORD (set up 

during registration) AND THE VIP SECURITY CODE. USE YOUR TOKEN TO OBTAIN THIS CODE 



(remembering it changes frequently) AND ADD IN THAT CODE TEXT BOX, THEN “SIGN + SEND” 

WHICH WILL ADD YOUR ELECTONIC SIGNATURE AND ELECTRONICALLY SEND TO THE 

PHARMACY 

 

 

A SUCCESSFUL SUBMISSION WILL PROMPT A MESSAGE INDICATING SENT/VERIFIED; AND THE 

POPUP PRESCRIBING WINDOW WILL SHOW A “COMPLETE” STATUS AS WELL AS THE SENT TIME 

STAMP 



 

 

 

CONGRATULATIONS, YOU HAVE SUCCESSFULLY SENT CONTROLLED 

MEDICATIONS!! 

 

 

 

 

 

 


